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How to use this book
e Read with a terminal open. Every command block is meant to be typed, not skimmed. Reading about nmap
teaches nothing; running it does.
e Do the “Try it” exercises. They are the difference between finishing a book and gaining a skill.
e Follow the order if you're new; modules build on each other.
e Take notes as you hack — commands tried, output seen, ideas for later. Every professional keeps notes.

e When stuck: enumerate more. The answer is almost always a port, path, or parameter you haven’t examined yet.

Choose your reading path

Total beginner
CTF player
Bug bounty hunter

Read straight through — modules are ordered for you
Skim 1-3, study 5-10 deeply, use appendices during boxes
Modules 4-5, 7-8, 14, 21 first; the rest as needed

Job / interview Modules 3, 15, 22 + every “Defender’s corner”

Module map

1 Build Your Hacking Lab VMs, targets, isolation, snapshots

2 Linux & Terminal Mastery commands, permissions, pipes, scripting
3 Networking for Hackers TCP/IP, ports, DNS, HTTP, Wireshark
4 Reconnaissance & OSINT subdomains, dorks, metadata, cloud, people
5 Scanning & Enumeration nmap deep-dive, every service playbook

6 Exploitation & Metasploit modules, payloads, meterpreter, handlers
7 Manual Exploitation searchsploit, PoC triage, porting exploits
8 Web Exploitation 20+ vuln classes with payloads and labs
9 Password Attacks online vs offline, john, hashcat, wordlists
10 Shells & Payloads reverse/bind, stabilize, transfer, exfil

11 Linux Privilege Escalation the full checklist, SUID to kernel

12 Windows Privilege Escalation services, registry, tokens, potatoes

13 Active Directory the complete kill chain, BloodHound

14 Wireless Attacks WPA2, PMKID, WPS;, evil twin, defense
15 MITM & Network Attacks ARP spoof, sniffing, interception

16 Pivoting & Tunneling SSH, chisel, sshuttle, ligolo, autoroutes
17 Exploit Development stack, fuzzing, buffer overflow end-to-end
18 Evasion Concepts AV /EDR internals, obfuscation, LOLBins
19 Social Engineering phishing campaigns, pretexting, awareness
20 Cloud Attacks AWS metadata, IAM, S3, misconfigurations
21 Bug Bounty Methodology pipeline at scale, bug classes, reports

22 Reporting & Career finding format, portfolio, certs, roadmap
23 Cryptography for Hackers encoding vs crypto, ECB, oracles, keys
24 Mobile App Hacking APK decompile, pinning, frida, storage
25 Containers & Kubernetes escapes, docker.sock, k8s attacks

26 IoT & Hardware firmware, UART/JTAG, radio, CAN

27 Forensics & IR timelines, logs, persistence, memory

28 Capstone Walkthroughs 4 full chains, recon to root

29 Interview Prep rapid-fire Q& A, scenario answers

30 CTF Methodology categories, strategy, tournaments

31 Red Team Ops objectives, OPSEC, C2, detection game
32 Blue Team detection, SOC, hunting, purple team

33 PowerShell download cradles, AD enum, shells

34 Reverse Engineering static/dynamic, ghidra, assembly

35 Malware Analysis families, triage, behavior

36 Steganography LSB, metadata, covert channels

37 Advanced OSINT people, breaches, geolocation

38 Windows Internals tokens, privileges, services
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39 Linux Internals proc, namespaces, capabilities

40 Database Attacks MSSQL/MySQL/Redis/Mongo RCE
41 SSO & OAuth federation attacks, MFA bypass

42 API Security OWASP API top 10, GraphQL

43 Phishing Ops domains, mail infra, GoPhish

44 Advanced Exploits heap, format strings, kernel

45 Persistence every mechanism + cleanup

46 Advanced Network IPv6, L2, routing, VLAN

47 Cert & Exam Strategy OSCP/eJPT/PNPT prep

48 More Walkthroughs web/AD /wifi/cloud chains narrated

Before you start — prerequisites & difficulty

Easy 1-3, 4-5, 9-10 Foundations — anyone can start here
Medium 6-8, 11-12, 14-16, 19-21 Core pentest — needs Modules 1-5
Advanced 13, 17-18, 20, 22-30 Deep — needs Modules 1-10 solid

Modules build in order. Module 8 needs 5; 11-12 need 6, 10; 13 needs 12; 17 needs 2, 10; 20 needs 8. Stuck? Reread the foundation
first.

Free lab platforms used throughout: TryHackMe, HackTheBox, picoCTF, OverTheWire, PortSwigger Web Security
Academy, VulnHub, Metasploitable 2, DVWA, OWASP Juice Shop, bWAPP, GOAD.
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The attack lifecycle — the whole book in one picture
RECON ENUMERATE EXPLOIT POST PIVOT
find the surface what’s there get in escalate+loot next hop
1

Module Modules Modules 9-12 Modules 13-16
subfinder, msf, web,| creds, shells, privesc AD, wifi, mitm, pivot

0BJECTIVE
reach it

Every engagement follows this loop. Each stage feeds the next — the modules are ordered to match it.

Module 0 — Read This First

In this module: The absolute-beginner primer. If you’ve never touched a terminal or don’t know what a “shell” is, start here.
Every concept you’ll meet, in one line each.

Authorized use only: This is a skill that takes reps, not reading. You will not understand it by skimming — you understand
it by doing the commands on a lab machine. The book is a do-along course.

0.1 What “ethical hacking” actually is

In plain words: Hackers find ways into systems. Ethical hackers do it with permission, to find weaknesses before criminals do
— and write reports that fix them. That’s the whole job. Every module in this book teaches one part of it.

0.2 The 12 concepts you MUST know first

terminal/shell: the text interface where you type commands - your weapon
command: an instruction you type (mmap, ls, curl)

target: the machine you’re attacking (a lab VM at first)
payload: the code that runs on the target after you break in
exploit: the technique that breaks in (the "how")

vulnerability: the weakness that lets you break in (the "why")

port: a numbered door on a machine (22=ssh, 80=web, 445=smb)
service: the program answering on a port (apache, mysql)

IP address: a machine’s address on a network (192.168.1.5)
protocol: the language machines speak (HTTP, DNS, SMB)

hash: a scrambled password - steal it, crack it

root/admin: the most powerful account - the goal

If these 12 make sense, you can start. Everything else builds on them.

0.3 How the commands work — the pattern

tool -flag TARGET -option value

tool = the program (mmap, hydra, curl)

-flag = a behavior switch (-sV = version scan)
TARGET = the thing you point it at (ip, url, domain)

-option value = extra settings (-w wordlist.txt)
# read any command as: "use TOOL to do FLAG against TARGET"
# nmap -sV target = use nmap to version-scan target

0.4 The attack loop — what you’ll be doing
RECON FIND EXPLOIT ESCALATE GOAL
learn it the weak spot get in get more reach it

Every engagement, every module, every exercise follows this loop: learn it, find the weakness, break in, get more access,
reach the goal.

0.5 What the outputs look like — read the terminal

The dark boxes are what your terminal shows. The green $ is your prompt — type after it. The gray text is what the
machine answers:
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kali@kali:~$ nmap -sV 192.168.1.10
Starting Nmap 7.94
PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.9
80/tcp open http Apache 2.4.38
Nmap done: 1 host up

The command is what you type; the lines under it are what you see. Learn to read them — the output IS the answer to
your question.

0.6 Your first commands — do these right now

# open a terminal on your Kali VM and type:
whoami # who are you logged in as?
ip a # what’s your IP?

1s -la # what’s in the current directory?

nmap -sn 192.168.1.0/24 # what machines are on your network?
# each command teaches you something about your system

# -> typing them = you’re already learning

0.7 The mindset — how you actually learn
e Type every command — reading isn’t learning, doing is
¢ Break things on purpose — the lab is disposable
e Stuck = the lesson — that’s where you learn
e Ask “why” — commands without understanding are useless
e Take notes — you’ll thank yourself in 3 months

e« Google is a skill — every pro looks things up constantly

0.8 What “being a hacker” actually means

In plain words: Not movie-hacking. It means: understanding how systems work, finding the gaps between what they SHOULD
do and what they DO, and using those gaps. The skill is curiosity + method + persistence. The tools are just how you apply it.

Try it: Do the 4 commands above right now on your Kali VM. Each one takes 5 seconds and proves you can follow along
— that’s all you need to start Module 1.
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Module 1 — Build Your Hacking Lab

In this module: Construct a private, legal playground where you attack real vulnerable systems with zero consequences. You’ll
learn hypervisors, network isolation, vulnerable targets, snapshot discipline, and the note-taking setup professionals use.

1.1 Why a lab (and why everyone skips this too fast)

Every skill in this book needs a target. Your lab is where failing costs nothing, where you can run exploits that would be
crimes elsewhere, and where you can snapshot before every experiment. Skipping a proper lab is how beginners “hack”
their own router by accident.

1.2 Hypervisors — pick one

VirtualBox Free, simplest, runs everywhere. Best first choice.
VMware Workstation/Player Smoother graphics, free for personal use

UTM (Apple Silicon Mac) QEMU-based; runs Kali ARM images

Parallels (Mac) Paid but polished ARM virtualization

ARM note: on M-series Macs use the ARM64 Kali image — some tools (hashcat GPU work, some Windows targets) need
workarounds or a cloud box.

1.3 The network — isolation is everything

Three VirtualBox network modes you must understand:

NAT VM reaches internet through host; can’t see other VMs directly
Host-only Private LAN between host and VMs; NO internet. Your attack net.
Bridged VM sits on your real LAN — do NOT use for target VMs

The pro setup per VM:

# Kali:  Adapter 1 = NAT (updates) Adapter 2 = Host-only (attacks)
# Targets: Adapter 1 = Host-only ONLY (they must not reach the internet)

# VirtualBox: File -> Tools -> Network Manager -> create vboxnetO
Result: Kali can update itself AND attack targets; targets are trapped in a sandbox that touches nothing real.

1.4 Installing Kali

# Use the PREBUILT VM image, not the installer ISO:
# kali.org -> Get Kali -> Virtual Machines -> VirtualBox/VMware

# Import the .ova (or unzip the .7z for VMware), boot, login kali/kali
sudo apt update && sudo apt full-upgrade -y
sudo apt install -y kali-linux-default seclists

Resources: 4 GB RAM minimum (8 ideal), 2+ CPU cores, 60 GB disk, video memory maxed. Enable bidirectional
clipboard + drag-drop.

1.5 Your targets — the vulnerable menagerie
Metasploitable 2 Deliberately broken Linux (sourceforge) — msfadmin:msfadmin
DVWA Vulnerable PHP web app — Module 8’s main lab
OWASP Juice Shop Modern Node.js vuln app — docker one-liner below
bWAPP 100+ web vulns, PHP
Windows Server eval For AD labs — Microsoft gives 180-day trials
VulnHub VMs Community vulnerable machines by difficulty

# Juice Shop via docker on Kali (cleanest):
sudo apt install -y docker.io && sudo systemctl enable --now docker
sudo docker run -d -p 3000:3000 --name juiceshop bkimminich/juice-shop

# -> http://localhost:3000 (attack a REAL modern app safely)
# DVWA on Metasploitable-style lamp stack, or THM hosts it too
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1.6 Full arsenal install (do it once)

sudo apt install -y seclists gobuster feroxbuster ffuf dirb \
enum4linux-ng nbtscan nikto sqlmap john hashcat hydra \
aircrack-ng hcxtools hcxdumptool bettercap \
crackmapexec impacket-scripts netcat-traditional rlwrap \
exploitdb webshells wafwOOf sslscan dnsrecon fierce \
theharvester sherlock sublist3r whatweb \
tcpdump wireshark ncat socat proxychainsd \

steghide binwalk exiftool foremost zsteg \
bloodhound neo4j burpsuite

# wordlist check:

1s -1h /usr/share/wordlists/rockyou.txt 2>/dev/null || \
sudo gunzip /usr/share/wordlists/rockyou.txt.gz

# pip extras:

pip3 install pwntools --break-system-packages 2>/dev/null

1.7 Snapshots — the undo button

# VirtualBox: VM -> Snapshots -> Take

# naming that keeps you sane:

# "00-fresh-kali" -> after install+update
"Ol-arsenal" -> after tool install

#
# "02-pre-box-X" -> before attacking each new VM

Rule: snapshot BEFORE risky experiments, not after disaster. Restoring takes 30 seconds; reinstalling takes a day.

1.8 Your hacking journal — start now

Professionals log everything. Set up before module 2:

# simplest: a text file per box, structured like:
# nmap.txt enum.txt exploit.txt loot.txt mnotes.md
mkdir -p ~/labs/msf2 && cd ~/labs/msf2

# better: Obsidian (free) or CherryTree - searchable, screenshot-friendly
# or in-terminal: ’script -a session.log’ records EVERYTHING you type+see

Every command you run, every result, every dead end — logged. When you write reports (Module 22) or study for
interviews, this journal is gold.

1.9 Cloud lab option (advanced)

For bandwidth-heavy work or ARM Mac limits: a cheap VPS running Kali/Ubuntu in the cloud. Use it ONLY against
targets you're authorized for — a VPS is internet-facing, so sloppy work leaves the sandbox. Firewall it (ufw allow from
YOUR_IP), disable password SSH, and shut it down when idle.

1.10 Verify the lab end-to-end

ip a | grep inet note Kali host-only IP
nmap -sn 192.168.56.0/24 discover all lab machines

nmap -sV <metasploitable-ip> ~20 open ports = lab alive
ping -c2 www.google.com NAT adapter reaches internet

1.11 Defender’s corner

Your lab IS a lesson in defense: network segmentation (targets can’t escape = corporate VLANs done right), least
privilege (targets have no NAT = servers with no internet access), and imaging/rollback (snapshots = backups).
Everything that protects your lab protects a real network — write that sentence down; it’s an interview answer.

Try it: Take snapshot “lab-ready”. Then deliberately break Kali (sudo rm /etc/resolv.conf — watch DNS die), restore,
verify. Confidence in the safety net changes how aggressively you experiment.
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