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A Linux Command Essentials

Linux is the operating system underneath nearly everything you will touch: servers, CTF boxes, cloud instances, and Kali
itself. This section is not a man page dump — it is the set of commands you will actually type every day, with examples
that work.

A.1 Filesystem map — where things live

/etc System configuration (/etc/passwd, /etc/ssh/)
/var Logs and variable data (/var/log/)
/home User home directories
/tmp Temp files — cleared on reboot, world-writable
/usr/bin, /usr/sbin Programs (user vs. admin)
/opt Optional/third-party software
/root Home of the root user
/proc Live process/kernel info (/proc/cpuinfo)

A.2 Move around and look at things

cd /var/log # change directory pwd # where am I
ls -lah # list all, human sizes, details
find / -name flag.txt 2>/dev/null # find a file anywhere
find / -perm -4000 2>/dev/null # SUID binaries (privesc!)
cat file.txt # whole file less file.txt # paged view
head -n 20 app.log # first 20 tail -f app.log # follow live
wc -l wordlist.txt # count lines file mystery.bin # identify type

A.3 Permissions — read them like a pentester

Permissions print as rwxr-xr-x = owner / group / others. Numeric form: read=4, write=2, execute=1.

chmod 755 script.sh # rwxr-xr-x : owner all, others read+run
chmod 600 ~/.ssh/id_rsa # private keys must be owner-only
chmod u+s /usr/bin/x # SUID: runs as file owner (privesc vector)
chown user:group file # change owner
ls -la /etc/shadow # should be root-only; if readable -> jackpot

World-writable scripts run by cron and SUID binaries are the two classic privilege-escalation finds on Linux boxes.

A.4 Processes and packages

ps aux | grep apache # find a process kill -9 PID # force kill
top / htop # live process view jobs / bg / fg
systemctl status ssh # service state systemctl restart nginx
systemctl enable --now ssh # start now + on boot
apt update && apt install nmap # Debian/Kali packages
dpkg -l | grep ssh # list installed

A.5 Networking

ip a # interfaces & IPs (replaces ifconfig)
ip r # routes / default gateway
ss -tlnp # listening TCP ports + owning process
ping -c 4 target # reachability traceroute target
curl -I https://site # headers only curl -sL site -o out
wget -q file -O out # download dig example.com ANY
nc -lvnp 4444 # listener / nc target 80 # connect
scp file user@host:/tmp # copy over SSH ssh -i key user@host

A.6 Text processing — the real superpower

grep -R "password" /etc/ 2>/dev/null # search files recursively
grep -i "admin" access.log # case-insensitive
cat log | cut -d’ ’ -f1 | sort | uniq -c | sort -rn # top IPs
awk ’{print $1, $7}’ access.log # columns
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